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In the News...

vax U.S. Water Supply System
c.7m#) Being Targeted B
B vberorminats | CAMROSASSATHicr

Cybercriminals
BUILDING WATER SELF-RELIAMNCE

Israel Thwarts Major Coordinated
Cyber-Attack on Its Water
Infrastructure Command and Control

Systems
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But wait, there’s more...

Two Critical U.S. Dams at High Risk From Insider
Cyber Threats > A new report by the Interior

Department's Inspector General highlights several basic
cybersecurity issues

“Significant control weaknesses” in account management and
personnel security practices left two dams open to
compromise from insider attacks.

Hacker Charged in Breach of New York
Dam
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How have the attacks originated?

<) Watering Hole Attack

 Attacker compromises frequently-visited website; user visits
website/payload is downloaded; malware is loaded and malicious activity is
initiated; malware is spread/add’l damage occurs
<) Orphaned account credentials

 Especially for remote control software
<) Internet-connected components
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Sample Ransomware process flow

J\ NmaL access . OOl ATION . 24" IMPACTONTARGET
o tAht:amcl’or:ks for a way into % Abtokies skttt to gaic “ E *" Attacker steals and encrypts

all devices data, then demands ransom

Talk to your IT provider about the relevant CERT NZ Critical Controls for your business.

CRITICAL CONTROLS KEY
‘ Internet-exposed services Patching ‘ Multi-factor authentication ‘ Notwork segmentation gﬂ Principle of least privilege
‘ Backups ‘ Application allowlisting ‘ Logeing arxd aleting ‘ Dbiabile waicron ‘ e s NewZealand Government
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https://www.bleepingcomputer.com/news/security/researchers-compile-list-of-vulnerabilities-abused-by-ransomware-gangs/

CIS Top 20 Controls — Prioritized List

@ CIS Controls”

1

Inventory and Control
of Hardware Assets

Inventory and Control
of Software Assets

Continuous
Vulnerability
Management

Controlled Use
of Administrative
Privileges

Secure Configuration for
Hardware and Software on
Maobile Devices, Laptops,
Workstations and Servers

Maintenance,
Monitoring and
Analysis of Audit
Logs

Foundational

7 Email and Web
Browser Protections

8 Malware Defenses

9 Limitation and Control
of Network Ports,
Protocols and Services

Data Recovery
Capabilities

Secure Configuration
for Network Devices,
such as Firewalls,

Routers and Switches

Boundary Defense

Data Protection

Controlled Access
Based on the Need
to Know

Wireless Access
Control

Account Monitoring
and Control
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Organizational

17 Implement a Security
Awareness and Training
Program

18 Application Software
Security

19 Incident Response
and Management

20 Penetration Tests and
Red Team Exercises
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CIS Top 18 Controls

(@ CIS Controls

01
02
03
04
05
06
07
08

“ Limitation of Ports and Protocols 09

10
11

n Boundary Defense 12

13
14

n Wireless Access Control

16
17
18
19
20

(@ CIS Controls

Inventory of Hardware 01  Inventory and Control of Enterprise Assets

Inventory of Software 02 Inventory and Control of Software Assets

Continuous Vulnerability Management 03  DataProtection

Control of Admin Privileges 04  Secure Configuration of Enterprise Assets and

Secure Configuration 05  Account Management
Maintenance and Analysis of Logs 06  Access Control Management
Email and Browser Protections 07  Continuous Vulnerability Management
Malware Defenses 08  Audit Log Management

Email and Web Browser Protections
Data Recovery 10  Malware Defenses
Secure Configuration of Network Devices 11  DataRecovery

Network Infrastructure Management
Data Protection 13 Network Monitoring and Defense

Controlled Access Based on Need to Know 14 Security Awareness and Skills Training

n Service Provider Management

Account Monitoring and Control 16  Application Software Security
Security Awareness Training 17 Incident Response Management
Application Security 18  Penetration Testing

Incident Management

Penetration Testing

C IS Center for Internet Security*

COPYRIGHT FORESCOUT

<) FORESCOUT | 8



Best Practices

Keep all systems patched. Effective patching requires:
o Know what systems are on the network.
o Implement:
» CIS Control 1.4: Maintain Detailed Asset Inventory
Know what software is running on the network.
o |Implement:
= CIS Control 2.1: Maintain Inventory of authorized Software.
» CIS Control 2.2: Ensure software is supported by vendor
= CIS Control 2.6: Address unapproved software
Patch your systems.
o Implement:
» CIS Control 3.4: Deploy Automated Operating System Patch Management
Tools
= CIS Control 3.5: Deploy Automated Software Patch Management Tools

Use anti-virus and anti-spam solutions.
o |Implement:
= CIS Control 8.2: Ensure Anti-Malware Software and Signatures are Updated

Protect sensitive data.
o |Implement:
» CIS Control 13.1: Maintain an Inventory of Sensitive Information
= CIS Control 13.2: Remove Sensitive Data or Systems Not Regularly
Accessed by Organization
= CIS Control 14.6: Protect Information through Access Control Lists

Train all employees on how to identify and report suspicious activity and to not click on
links or download files within any suspicious emails.
o |Implement:
* CIS Control 17.3: Implement a Security Awareness Program
» CIS Control 17.6: Train Workforce on Identifying Social Engineering Attacks

COPYRIGHT FORESCOUT

J \

Know what you have
and keep it updated

>— (Check the “checkers”
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What's the difference between IT vs. OT?

- IT = Traditional office )
— Laptops, Desktops 3 0Q ,; )
3 Mail sener PC Vulnerability SIEM
|T scanners
* OT=0Operational Technology or T
— Valves, pumps, monitoring sensors,
human-machine interfaces 0| w2 2 @E th, @
% Workstation Fistorian E SCADA Database
Laptops
] EE & C
- O ASD Gy 4= @
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CASE STUDY ON
RANSOMWARE E
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Stages of a SamSam Ransomware Outbreak

1) Vulnerability Exists-remediating vulnerabilities not 100%
complete/effective (SamSam uses JBOSS or RDP)

2) Exploitation/penetration occurs via stolen/compromised
credentials

Your personal files are encrypted!

and you can personally verify this.

Encryption was produced using a unique public key RSA-2048 generated
for this computer. To decrypt files you need to obtain the private key.

3) Privileges elevated via Domain Controllers @ ooy Lot bl o s Ao

4) I dentlfy VU|nerab|e SyStemS-aCtor teStS Waters Identifylng The only copy of the private key, which will allow you to decrypt your files,
th OS e SySte mS h e Can pwn 1 Wh at SySte mS are Your private key will be §f£faﬁﬁn?pae§§§'§;§§?§ :rr: 5@ Iﬁ&ﬁ? HESI AR RN

Once this has been done, nobody will ever be able to restore files...

“manageable” via credentials (write a empty text file to a SIOMIIIN 1 - o dcrypt the e e buton t open yur persone e
d | r e Ct O ry) 10/11/2015 File decryption site | and follow the instruction.

. in case of "File decryption button" malfunction use one of our gates:
Time left: 95:58:05 http://34r6hq26q2hdjkzj.42k2b14.net
https://34r6hq26q2h4jkzj.tor2web.fi

5) Deploy the Payload - executable, script L DISS TN

Click to copy address to clipboard ]

if both button and reserve gate not opening, please follow the steps:
6) E Xe C u t e P ay | O ad You must install this browser www.torproject.org/projects/torbrowser.html.en
after instalation,run the browser and enter address 34r6hq26q2h4jkzj.onion

Follow the instruction on the web-site. We remind you that the sooner you do so,
the more chances are left to recover the files.

7) Encrypt Systems (e_g_—flle extenS|On Changed to “Sorry”, Any attempt to remove or corrupt this software will result

“ »§ in immediate elimination of the private key by the server.
imsorry”)

Click for Free Decryption on site

8) Demand Ransom EnterDecrypt Ky

T 3 & @

Spearfishing Custom Zero-Day Social Physical <)FORESCOUT ‘ 1313
Malware Exploits Engineering Compromise




A Ransomware Story...

* Breach occurs due to brute force, human error, etc.
- Domain service account leveraged

— Strategy during immediate hours following may be to deploy password change
solutions

- Critical, foundational, enterprise-level systems GONE:
— Active Directory (multiple DCs)
* No GPO
* Inconsistent authentications
- SCCM
* No patching
* No software delivery
— SQL Server
* No Network Fault Management system
* No CiscoWorks
* Anything using SQL as DBMS
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ForeScout Capabilities during Incident Response

« SYSTEM OF RECORD

— Depending on extent of damage, ForeScout may be only system
Damage Assessment

— Policies to assess infection rate

— Cross reference against analytics tools parachuted in
Risk Assessment

— Policies to identify un-protected devices

— Threat Protection to help identify “holes” in armor
Risk Mitigation

— Agent deployment/script execution
Keep Lights on/Rebuild Environment

— Software/agent deployment
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Publicly Known Impact to City of Atlanta

 Considering their latest victim, the City of Atlanta, the group behind SamSam
had a number of available access points to choose from.

« Original ransom was ~$50,000

* In first 60 days post-breach ~$5.6 Million (including entire City of Atlanta
agencies, not just Atlanta Information Management/AIM)

+ As of June, estimates of a third of 424 applications (30% of which are mission

critical) were taken offline
» Recently announced an additional $9.5 Million needed by AIM to fully recover

http://www.govtech.com/security/Total-Costs-Still-Unknown-Atlanta-Moves-to-Refortify-Post-Hack.html

https://www.wired.com/story/atlanta-ransomware-samsam-will-strike-again/
https://www.wired.com/story/atlanta-spent-26 m-recover-from-ransomware-scare/
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http://www.govtech.com/security/Total-Costs-Still-Unknown-Atlanta-Moves-to-Refortify-Post-Hack.html
https://www.wired.com/story/atlanta-ransomware-samsam-will-strike-again/
https://www.wired.com/story/atlanta-spent-26m-recover-from-ransomware-scare/

| essons Learned

- Be prepared to be overwhelmed by Armies
— Vendors such as Microsoft, Cisco
— Incident Response Provider
— Feds: FBI/DHS (US-CERT)/Secret Service
 Gain:
— VISIBILITY as quickly as possible
— An understanding of Damage and existing Risks
— Ability to mitigate those risks in automated, policy-based manner
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| essons Learned

* Governance-VITAL!!!
— Tools
* Discovery/CMDB/ITSM
— People
— Process

— Plan for worst, hope for best ©
 Disaster Recovery

— Plan
« Complete
 Periodically Tested
* Verified
— Green/Clean environment as target
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Customer Sample: Power and Utilities
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Protecting the Nation’s Water

TAMPA  BRCVWARD
BAY & COUNTY

Supplying Water ToThe Regio

Los Angeles
Department of

DWP Water & Power
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Additional Resources

DAMS SECTOR

Cybersecurity Framework
Implementation Guidance

MAY 2020

U.S. Department of Homeland Security
Cybersecurity and Infrastructure Security Agency

NIST Special Publication 800-82

Revision 2

Guide to Industrial Control
Systems (ICS) Security

Supervisory Control and Data Acquisition (SCADA) Systems, Distributed Control Systems (DCS),
and Other C: y C such as Logic Controlers (PLC)

Keith Stouffer
Victoria Pillitteri
Suzanne Lightman
Marshall Abrams
Adam Hahn

This publication is available

hup://dx.doi.org/10.6021

e from:

IST.SP.800-8212

National Institute of
Standards and Technology
U.S. Department of Commerce
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Jointly discovering and mitigating

large-scale OT vulnerabilities

By Forescout Research Labs & JFrog Security Research

Forescout Research Labs
Daniel dos Santos
Stanislav Dashevskyi
Amine Amri

Jos Wetzels

JFrog Security Research
Asaf Karas

Shachar Menashe

Denys Vozniuk
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INFRAHALT | RESEARCH REPORT

Draft NISTIR 8374

Cybersecurity Framework Profile for
Ransomware Risk Management

William C. Barker
Karen Scarfone
William Fisher

Murugiah Souppaya

This publication is available free of charge from:
https://doi.org/10.6028 NIST.IR.8374-draft
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And for some light late night reading...

The Cyber

Weapons _
~/) Arms Race [\

/1= Nicole
“UL=s Perlroth
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THANK YOU




